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Disclaimer...!

This manual is proprietary to NetVision Corporation and no ownership rights are hereby
transferred. No part of the manual shall be used, reproduced, translated, converted, adapted,
communicated or transmitted by any means, for any commercial purpose, including without
limitation, sale, resale, license, rental or lease, without the prior express written consent of
NetVision Corporation.

This manual is for illustration purpose only. The information contained within this document is
solely advisory, and should not be substituted for legal, financial or other professional advice. You
should not rely on this information as absolute.

NetVision Corporation does not make any representations, warranties or guarantees, express or
implied, as to the accuracy or completeness of the manual. Users must be aware that updates
and amendments will be made from time to time to the application subsequently followed by the
manual. The Functionality of the system will also depend on the modules activated for the client
and their configurations as per their requirements & specifications.

All data (Company Names / Vessel Names / Crew Names etc) displayed on various screen shots
are merely for illustration purpose. This is not actual data pertaining to any company. Any
similarity or resemblance is merely coincidental.
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Multi Factor Authentication (MFA) for Compas Users

Multi-factor authentication (MFA) is an authentication method in which a user is granted access only after
successfully presenting two or more pieces of evidence (or factors) to an authentication mechanism. In
Compas, generally the first piece of information is the username & password for login which is authenticated
by Compas. Along with this, a second piece of evidence based on Time-Based One Time Password (TOTP)
can be set-up in Compas to enable users to gain access only after both these factors are authenticated
respectively.

Clients already using another Identity Provider (IDP) such as Active Directory Federation Services (ADFS),
can also setup MFA for their users. In this scenario, the first factor would be authenticated by the companies
ADFS (Single Sign-On [SSO] if enabled) and then the user will be re-directed to a page where the second
factor TOTP code with be required to be entered to gain access to Compas.

The following section provides details on how MFA can be set-up in Compas.

The functionality first needs to be enabled for clients and this can be enabled by NetVision upon request.

Admin set-up

Once the MFA functionality has been enabled, the set-up can be completed under Admin > System > Multi-
factor Authentication.

+ System m Home
B scmin section

+ Crew
Administrative Functions

+ Payroll
o ! Eickets — Payroll — Matrices
ravel ticketing
. = Wages Elements = Rank Equivalence Matrix
+ Directories
= Wages Elements Applicability = Standard Manning
- = Wages Matrix = Manning Fees
+ Trainil
o = Payment Rules = Registered Owner Manning Fees
- = Chart of Accounts = Currency rates
+ Projects
= Payroll Groups ® Collective Bargaining Agreement
+ Services ® Tax Forms Wage Elements ® CBA Holidays

® National Holidays

® Rank Dictionaries

* Dictionaries

= Nominations approval Matrix

® Applicable licence capacity for ranks
Admin panel ® Seniority rules

— Training

+ Vessels [~ Crew.travel

= Crewtravel APl Logs

= Qualifications Matrices [~ General

= \Vaccinations Matrices

= \Visas Mafrices = Library Configuration

= Library Groups
= Providers Configuration

— System = Certificates Equivalences
= Visas Equivalences
=  Custom Reports = Movement types
= Templates = Medical charges
s _|dentity providers = Evaluations
B Multi-Tactor authenticatign *  \Vessels
w— Password policy ® \Vessels Hotel Plan
= |Login attempts ® Ranks
= Login attempts Report = Rank Hierarchies
= (5SS Login Attempts * Airports
= (5SS Login Attempts Report = Poris
* Errors * Airlines
® Currently logged users * Banks
®  Users List ® Qvertime Rules
= Configure IP Access = Agents
= Firewall manager ® Budget Lumpsum
= External Users ®  Drill Types
= \Vessel Handlers = Providers document status
= Rank Handlers = Newsletter
= MNotices ® \Vessel Compliance Matrix Rules

= Alert Manager

= Workflow

— App Logi
» GDPR settings Py Logm

= Permission Exception Report

= Compas Onboard
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Multi-factor authentication

snow wra rof| @ orce e e

% Display name Description Type Enabled Sort
i?( .& TOTP OFF U For effice users TOTP @ P
i?( .R. TOTP OFF 2 For office users2 TOTP @ o v

On the set-up screen, the Add (=) / Edit (#) icons will take us to the below MFA configuration section.

MFA Configuration

Multi-factor authentication

Display name Compas MFA
Description Compas MFA
Enabled [+
Hashing algo. Shal
Digits &
Time window {5} 30

Time correction {s} 0

Edit TOTP provider

r— Assign identity providers
'®) None but the selected
" All except the selected
Awvailable Selected
Add all »>
Azure login - Compas -
Add selected >
< Remove selected
- -
— Assign users
'®) None but the selected
' All except the selected
Awvailable Selected
Add all > >
- admin - NetVision -
Add selected >
< Remove selected
- -

Here, the Display hame & Description are general information displayed on the MFAs Login Screen. The
configuration has to be Enabled (checked) to be applicable. The other 4 settings are pre-configured for best
compatibility and can be left as default (as follows) as these are the settings that most authenticator

applications can work with.
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Hashing algo. = Shal (this is the Hashing Algorithm used for the TOTP generation)
Digits = 6 (the length of the TOTP password to be generated for each access)
Time window (s) = 30 (Lifetime of the generated codes)

Time correction (s) = 0 (Offsets the local clock when it is considered for the generation of the TOTP
code)

The “Assign identity providers” section and the “Assign users” section should be configured with the required
users who will login to Compas using various IDPs selected according to company requirements. This
section is designed similar to other eligibility configuration screens in Compas following an inclusive /
exclusive selection design for ease of maintenance.

The above sample configuration screen (for reference only) would imply that users who login by using only
Compas username & password (the list as per selected users) will require the second factor for
authentication to gain access.

Once this configuration is saved, the next time the user logs-in into Compas, she / he will be required to set-
up her / his second factor for authentication. The steps for same have been listed under the section “How
to set-up Second Factor Authentication”. Until this is done, the users profile screen will look as follows.

COMPANY v

Users Permissions

N COMPAYJEdit User> - Google Chrome

& https://demo.compas.biz
All Fields marked with * are required

Basics

* User Name: admin
* Password:

* Password Again:

* Company: (COMPANY v

Department: |7 v

Full name:

Signature:

Active Status: ¢
User must change password:
Allow global access: ¢
- -

pbal access expiry date: me{HH:MM) :

Identity providers

Compas ¢

Multi-factor authentication providers (select to reset)

No configured MFA providers have been found.

Contact Info
*Email (Personal):
*Email (Correspondence): z
v DID:
Mobile Phone:

Fax:

Once the Second Factor Authentication set-up for the user has been completed, her / his user profile screen
will look as follows.
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(5 Users Of  ([COMPANY) v

Permissions
r— Assign rdyes to admin

R COMPAG|Edit User> - Google Chrome

& https://
All Fields marked with * are required
Basics

* User Name: admin
* Password; sssssssssss

* Password Again:

* Company: [COMPANY) ¥

Department: [T A

T )

Full name: =-n

Signature:

Active Status: ¢
User must change password:
Allow global access: ¢
lobal access expiry date: Time{HH:MM)} :

Identity providers

Compas ¢

Multi-factor authentication providers (select to reset)

Compas MFA

Contact Info

If the user has lost her / his device providing the Second Factor Authentication, the Admin can simply check
(select) the configured MFA provider (Compas MFA in the above sample) and save the user profile.

This will reset the Second Factor Authentication settings for the user and the user will be required to re-
setup the same upon next login (using the same steps as prescribed in the section “How to set-up Second
Factor Authentication”).

The Admin can also reset the Second Factor Authentication settings for the user from the below screen by
simply selecting the user and clicking on the Reset button.

Multi-factor authentication

'{:3 Display name Description Type Enabled Sort

Compas MFA Compas MFA TOTP '\‘\,"f

5 g [
RE_Et user

~

Multi-factor authentication

Reset MFA user settings for "Compas MFA™

User to reset admin - v
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How to set-up Second Factor Authentication

Once a user account has been configured to require a second factor authentication, the user will need to
follow the below steps upon first log-in.

Firstly, the user will require a device which will provide the second factor authentication, the handiest device
one can use would be a smartphone. On the smartphone, download an Authenticator application, the most
common ones used are Google Authenticator or Microsoft Authenticator.

Now proceed to login into Compas. Once the initial credentials are verified, the system will provide a screen
as below to complete the second factor authentication setup.

) :
o Cconeas )
GREENWICH MARINE LTD

The initial configuration is required.

1. Open your authenticator App. Need an App?
2. Add an account and scan the QR code.
3. Enter the code generated by the App

Your manual configuration code is
i

~ | Cs ‘w Code

NJ

netvision

User can simply launch the Authenticator Application on the smartphone and scan the QR Code provided
on the screen. Alternatively, user can also manually enter the manual configuration code provided. Once
the Authenticator application is set-up, the code generated will be required to be entered as Authentication
Token to complete the set-up. This code (regenerated as per time frequency configured) will also be required
for every login into Compas.

e
—_—
S Coomnss)
GREENWICH MARINE LTD
Authenticator token W

NJ

netvision
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Sample steps to add second factor authentication using Google Authenticator / Microsoft Authenticator on
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Step 1: Add Account

For Microsoft Authenticator:
select Other (Google, Facebook
etc.) type of account.

7 Nesuslenty

Step 2: Scan the QR Code

Alternate Step 2: Manual Entry
of Authentication Set-up Code

The Account could be entered
as required (to be shown as on o
the main screen of the
authenticator application to
identify the Compas
application).
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Step 3: The Authenticator
application on your smartphone
will now generate a new unique
code every time the application
is used. This code will be valid
for 30 seconds (as per set-up
done by your Admin) and will be
required to be entered as
Authentication Token to
complete the set-up and also
upon every login into Compas

= Authenticator + 7

945 571

Q Compas - Compas MFA v
admin

499 651

Step 4: Complete Authentication
setup by entering the Code and
clicking on Next.

GREENWICH MARINE LTD

- (
COMPAS )

RS

-

GREENWICH MARINE LTD

Ccomeas )

NJ NJ
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Multi Factor Authentication (MFA) for Crew Members

Multi-factor authentication (MFA) is an authentication method in which a user is granted access only after
successfully presenting two or more pieces of evidence (or factors) to an authentication mechanism. In
Compas, generally the first piece of information is the username & password for login which is authenticated
by Compas. Along with this, a second piece of evidence based on Time-Based One Time Password (TOTP)
can be set-up in Compas to enable users to gain access only after both these factors are authenticated
respectively.

Clients already using another Identity Provider (IDP) such as Active Directory Federation Services (ADFS),
can also setup MFA for their users. In this scenario, the first factor would be authenticated by the companies
ADFS (Single Sign-On [SSO] if enabled) and then the user will be re-directed to a page where the second
factor TOTP code with be required to be entered to gain access to Compas.

The following section provides details on how MFA can be set-up in Compas.

The functionality first needs to be enabled for clients and this can be enabled by NetVision upon request.

Admin set-up for Crew Members

Once the MFA functionality has been enabled, the set-up can be completed under Admin >
System > Multifactor Authentication.

B Home

B Admin Section

Administrative Functions.
+ Payroll

— Payroll — Matrices

+ Travel ticketing

o Rank Equivalence Matrix
e Standard Manning

o Wages Eements

+ Directories
:  Wages Elements Applicabiiity

+ Training
+ Projects

+ Services

Admin panel

o Wages Matrix
® Payment Rules

e Chart of Accounts

® Payroll Groups

o Tax Forms Wage Elements

[~ Crew.travel

® Crew.travel APl Logs

— Training

* Qualifications Matrices
® Vaccinations Matrices
® Visas Matrices

o Manning Fees
e Registered Owner Manning Fees

® Currency rates

e Collective Bargaining Agreement

o CBA Holidays

o National Holidays

® Rank Dictionaries

® Dictionaries

¢ Nominations approval Matrix

« Applicable licence capacity for ranks
o Seniority rules

[~ General

— System

® Custom Reports

* Templates

o _Ides

=T enteata

o CSS Login Attempts Report
o Erors

o Currently logged users

o UsersList

« Configure IP Access

o Firewall manager

o External Users

® Vessel Handlers

e« GDPRsettings
o Permission Exception Report

e Library Configuration
o Library Groups

« Providers Configuration
o Certificates Equivalences
o Visas Equivalences

o Movement types

o Medical charges

o Evaluations

o Vessels

® \Vessels Hotel Plan
« Login attempts o Ranks
« Login attempts Report « Rank Hierarchies
oSS Login Attempts o Airports

viders document status

r— App Login

User Manual #UM202002.01
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B Home
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B Multi-facter authentication
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Multi-factor authentication

Show MFA for: Office u ser

‘::}‘ Display name Description Type Enabled Sort
KA orerew TOTP crew ToTP 124 oV

On the set-up screen, the Add (<) / Edit (#) icons will take us to the below MFA configuration section.

MFA Configuration for Crew Members

< c O a o Pased @ 3

Multi-factor authentication

Selected

Here, the Display name & Description are general information displayed on the MFAs Login Screen. The
configuration has to be Enabled (checked) to be applicable. The other 4 settings are pre-configured for best
compatibility and can be left as default (as follows) as these are the settings that most authenticator
applications can work with.

Hashing algo. = Shal (this is the Hashing Algorithm used for the TOTP generation)

Digits = 6 (the length of the TOTP password to be generated for each access)

Time window (s) = 30 (Lifetime of the generated codes)

Time correction (s) = 0 (Offsets the local clock when it is considered for the generation of the TOTP
code)

The “Assign users” section should be configured with the required crew who will login to Compas Onboard
/ Crew Self Service using various IDPs selected according to company requirements. This section is
designed similar to other eligibility configuration screens in Compas following an inclusive / exclusive
selection design for ease of maintenance.

The above sample configuration screen (for reference only) would imply that crew members who login by

using only Compas username & password (the list as per selected users) will require the second factor for
authentication to gain access.

User Manual #UM202002.01 Www.netvisioncorporation.com Page 11
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Once this configuration is saved, the next time the crew member logs-in into Compas, she / he will be
required to set-up her / his second factor for authentication. The steps for same have been listed under the
section “How to set-up Second Factor Authentication”.

Multi Factor Authentication and Password Policy — Manual

If the crew member has lost the device providing the Second Factor Authentication, the Admin can reset the
Second Factor Authentication settings for the crew member from the below screen by simply selecting the
crew member and clicking on the Reset button.

Multi-factor authentication

Show MFA for: ') Office users '® Crew
5P Display name Description Type Enabled Sort
ﬂﬂ & To7P crew TOTP crew e v
e test test TOTPR "

Are you sure you want to reset MFA "TOTP crew’ for user

Cancel

5 for “TOTP crew™

This will reset the Second Factor Authentication settings for the crew member and she / he will be required
to re-setup the same upon next login (using the same steps as prescribed in the section “How to set-up
Second Factor Authentication”).

How to set-up Second Factor Authentication for Crew Members

Once a crew account has been configured to require a second factor authentication, the crew will need to
follow the below steps upon first log-in.

Firstly, the crew will require a device which will provide the second factor authentication, the handiest device
one can use would be a smartphone. On the smartphone, download an Authenticator application, the most
common ones used are Google Authenticator or Microsoft Authenticator.

User Manual #UM202002.01 Www.netvisioncorporation.com Page 12
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Now proceed to login into Compas OnBoard or Crew Self Service. The URLs for these applications would
be as follows (as a sample).

Compas Onboard: demo.compas.biz/compasonboard
Crew Self Service (Web): demo.compas.biz
Crew Self Service (Mobile): demo.compas.biz/cssmobile

The actual URL for the client will be as per the clients Live Compas URL followed by “/compasonboard” or
“/cssmobile” where applicable. For Crew Self Service Web version, no additional URL input is required, the
system will automatically identify the person logging-in as a crew member and redirect the user to the
appropriate application.

A crew member can login into Compas Onboard application only if the crew member is currently onboard a
vessel.

A crew member can login into Crew Self Service only if the crew member is Active with the company.
Once the initial credentials are verified, the system will provide a screen as below to complete the second
factor authentication setup.

2
= CCOMPAS )

GREENWICH MARINE LTD

The initial configuration is required.

¥ ‘I‘ 1. Open your authenticator App. Need an App?

W'Y 2 Add an account and scan the QR code
s 3. Enter the code generated by the App

. Your manual configuration code is

MeE Sample Manual Configuration Code

Authenticator token

== =
NJ

netvision

Crew can simply launch the Authenticator Application on the smartphone and scan the QR Code on the
screen provided. Alternatively, crew member can also manually enter the manual configuration code
provided. Once the Authenticator application is set-up, the code generated will be required to be entered as
Authentication Token to complete the set-up. This code (regenerated as per time frequency configured) will
also be required for every login into Compas applications.

User Manual #UM202002.01 Www.netvisioncorporation.com Page 13



| ici
'\J I]I_EIIUISIDH Multi Factor Authentication and Password Policy — Manual

»-

CcomPAs )

GREENWICH MARINE LTD

Authenticator token | |k kddd%

NJ
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If the crew member intends to set-up the 2nd factor authentication via the Crew Self Service, then the
crew member will be required to do so using the CSS Web version. Without this, the crew member will not
be allowed to login on the CSS Mobile application. The crew member will get a prompt on the login screen

as follows.

NJ

netvision
Please setup your Multi-factor authentication in Crew Self Service web
application
‘You can use below link on deskiop in a web browser:
"htps:/i CompasCSS
Username
309825
Password:
Login

Forgot Password?

Micoar \WWah AMarcinn

CTOMPAS )

|||||

CESMobile Version 2.0.2

Once the configuration is made, crew can login in CSS mobile as normal and the 2nd factor authentication
will be required to gain access.
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Sample steps to add second factor authentication using Google Authenticator / Microsoft Authenticator on

smartphone.

7\
Google Authenticator @ Microsoft Authenticator

Step 1: Add Account

For Microsoft Authenticator:

select Other (Google, Facebook
etc.) type of account.

Step 2: Scan the QR Code

Alternate Step 2: Manual Entry of
Authentication Set-up Code

The Account could be entered as
required (to be shown as on the
main screen of the authenticator
application to identify the Compas
application).

;;;;;;;

User Manual #UM202002.01
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Step 3: The Authenticator = Awenr = T a
application on your smartphone
will now generate a new unique
code every time the application is
used. This code will be valid for
30 seconds (as per set-up done
by your Admin) and will be
required to be entered as

Q Gompas - Compas MFA v
admin

945 571 499 651

Authentication Token to complete
the set-up and also upon every
login into Compas

Step 4: Complete Authentication

setup by entering the Code and é,

S & - = G
clicking on Next. CoMPAS ) comPas )
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How to emulate CSS Mobile like a mobile application
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i0S

Android

Step 1.

e For mobile devices having iOS
as operating system

Open Safari and enter Compas
CSS Mobile URL (example
https://demo.compas.biz/cssmobile)

e For mobile devices having
Android as operating system

Open Chrome and enter Compas
CSS Mobile URL (example
https://demo.compas.hiz/cssmobile)

12:19 FIE N
[tps://demo.compas.biz/cssmobile Cancel

Top Hit

Crew Self-Service
demo.compas bizicssmobile

123 space B co

SoneD AT an ez
https://demo.compas.biz/cssmobile (%}

https://demo.compas.biz/cssmobile
https://demo.compas. biz/cssmobile

https://demo.compas.biz/cssmobile

x B OB & B & 2 ©
Cs mobile cssmobile cuss mobile

112|3]4|5]6]7]8]9]0
A 6 AE

- 123 © \7
0 B —
Step 2. You will be directed to the 120 e @ 4 ez
Login screen & demo.compas.biz e O @ tps/democompashiz @ [
- -
Step 3.
Username: Username:
e For mobile devices having iOS ] _
- Password: ‘assword:
as operating system ’ |
Use the Share icon on the tool bar [ e | Login
Forgot Password? Forgot Password?

e For mobile devices having
Android as operating system

Use the Menu icon (3 vertical dots)

View Web Version

View Web Version

CComPRs )
N

Csswasls verson 202
d O m]

User Manual #UM202002.01

Www.netvisioncorporation.com

Page 17




[\.J netvision

Multi Factor Authentication and Password Policy — Manual

Eo - 48% 1244

Step 4. On the menu options, chose

Add to Home Screen o ax * &+ O ¢

New tab

New incognito tab

Usernarn

Bookmarks
Recent tabs
Passwor
History
Downloads
Share...
Find in page
Add to Home screen
Message Mail Reminders  Add to Notes Desk(op site D
Settings
O =B
= - Help & feedback
K O homescemn P Daini
9.8 MB saved
& incetoct
Cancel css 2 Verslon 2.0.2
e : :
Step 5. Enter desired name for the 2l v
home screen shortcut and tap on Gengell saddteHomeSejeet | A

Add to save

E Crew Self-Service
== https://demo.compas.hiz/css...

An icon will be added ta your Home screen so you
can quickly access this website
Add to Home screen
Q brew Self-Service

CANCEL | ADD

“Service" Services  Servicemen

Step 6. The shortcut is added to the
home screen

User Manual #UM202002.01 Www.netvisioncorporation.com Page 18
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Step 7. When used, the website is _—__
launched in full screen mode like an e -
application .
J
Password: Password:
|
[ Login ‘ Login

Forgot Password? Forgol Password?

View Web Version View Web Version
CCOMPAS )
CCOMPAS ) N
User Manual #UM202002.01 Www.netvisioncorporation.com Page 19
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Password Policy

Password policy for Compas users/Crew Members can be maintained under Admin > System > Password
policy. This policy will be applicable for all users, system wide.

Password Policy for Office Users
B Home

L]—' Admin Section
W Password policy

Password policy

Show policy for: ® Office users Craw

Setting Value
Minimum password length: 4 :
Password expires after # days: 200 :
Disable account after # failed login attempts: 5 :

Enable users to request new passwords:

4

Disable password change requests after # failed attempts to activate new password: | 3
Password must contain numbers:

Password must contain mixed upper/lower case:

Password must contain special characters:

Password cannot contain user name:

“r

MNumber of unigue passwords before an old password can be reused: 0

Password Policy for Crew
L]J Home

L]J Admin Section
W Password policy

Password policy

Show policy for: Office users '® Crew

Setting Value
. e
Minimum password length: =
Password expires after # days: a0 :
Disable account after # failed login attempts: B3 :
Enable users to request new passwords: |
Disable password change requests after # failed attempts to activate new password: | 10 :

Password must contain numbers:

Password must contain mixed upper/lower case:
Passwerd must contain special characters:
Passwaord cannot contain user name:

Number of unigue passwords before an old passwerd can be reused: 0

The Reset button will set all the parameters to system default values. User needs to ensure to Save the
profile after making desired changes to any parameters.

The “Disable account after # failed attempts” will reactivate the account of the user / crew member and
remove the “Active” check from the users / crew members account profile. This needs to be re-checked to
activate the users / crew members account on the screens below. Here, the Admin can also set a new
password for the user / crew member, and the new password can be communicated to the user / crew
member to assist with login. The Admin user can also check (select) the “user must change password” /

User Manual #UM202002.01 Www.netvisioncorporation.com Page 20
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“Force change of password on next login”. This will force the user / crew member to set a new password
upon next login.

‘COMPAS|Edit User> - Google Chrome X
] or
Al Fields marked with * are required -
Basics
* User Name: adrmin
i *Pas
Department: 17 v
-
Active Users
Signature:
213(479)
iyl
m a
Relase 22000 Hax | Comeaey, | =01 sco
Active Status: ¥
wax iz comaane i ‘ )
ser mu
Uax " )
uax Global access expiry date: [ TimelHHAMY 6
Eax +m
Bax Identity providers s
S Compas (¥ 409
o & x <) Azure AD ¥/ Rl
12345
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Serhiy , KANNAN

SURNAME MIDDLE/GTHER NAME
cRewD RANK Second Officer
BRTH DATE MANNING OFFICE L= e n
READY TOJOIN LICENCE 2/0 Officer In Charge Of Navigational Watch - 1I/1
NATIONALITY cRew TYeE
EMPLOYMENT TIME 0. KG COMPANY LE B
PASSPORT EXPIRY 17/Nov/2020
SEAMAN 500K BFRY 02/7eb/2020
Flag Docs Training Evaluation Competency Medical E-Approvals
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tegory Start Date End Date Due date Reason

parsl 2/0FF 22/Apr/2019 313 Q2 1
pirel 208 21/Apr/2018 31/Apr/2018 1 000

il 2/08F 08/Now/2018 20/apr/2019 19/Dec/2018 16 16400

Plom 2/08F ON BOARD /2018 o7/Nov/2018 27/Nov/2018  End of Gontract 160 57 3
A —

For users / crew members using the “Forgot Password” utility, will be required to enter the “Personal” email
address as maintained in the system to confirm their identity and upon successful validation, they will be
sent the reset password link via email to their “Personal” email with instructions to reset their password.
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